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1. LE590-SG Overview

LE590-SG provides a powerful and sophisticated virtual front control panel to manage the
LE-590TX. Two test ports can be independently configured with parameters to define multiple
streams, filters, and capture capabilities. Traffic for various network protocols can be customized,
transmitted, and received on each port. Comprehensive statistics provide users an in-depth
analysis of the performance of the DUT (Device Under Test).

1.1. Starting LES90-SG

There are two ways to start LE590-SG:

Starting LE590-TAP

e Click Start > Programs > LINEEYE - LE-590TX - LE590-SG Vxxxxx - LE590-SG
VXXXXX.

e Double-click LE590-SG icon located on your PC’s desktop.

LES90
56

LESS0-5G.exe

This manual is for LE590-SG v1.1b028 or later.
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1.2. Operation Menu

The operation menu is located at top of this utility

== LE590-5G
File Config Statistics Tool Language

E B

econnect | Counter  TxSC usc

Information
=1 dig LE-500TX A
= 49 System Information

~Medi Config : Disable
edia Status

- @ Link : Link Down
Speed :

Type :

) Flow Control : ON
- ) Rate Control : OFF
~—Multi Streams Generation
- Capture Criteria
~Capture Buffer

-2, Port B

~Media Config : Disable
edia Status

- Link : Link Down
Speed :

Type :
3 Flow Control : ON |

Help
£ & 8 9 L o E
SGA SGB | Cap,CA Cep,CB DUT  BERT | Roufter NAT

- O X

@ LINEEYE

S=3 Connected

1.2.1. Menu Bar

File Config Statistics Tool Language Help

1.2.1.1.

File

Menu Choice

Usage

Load

Load Port A Config

Load port A setting

Load Port B Config

Load port B setting

Save

Save Port A Config

Save port A settings.

Save Port B Config

Save port B settings.

Exit

Exit and close this utility
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1.2.1.2. Config

Menu Choice

Usage

Port A Streame Generation

Configure the settings and contents of port A for the generation of

packet streams

Port B Streame Generation

Configure the settings and contents of port B for the generation of

packet streams

Port Configuration

Configure each setting of port A/ B

Frame gap for USB

transferring

Set capture buffer size to transfer to PC with USB.

Option In this window, you can set if the future warning window will pop up
more often by choosing the Often option, or pop up less warning
window by choosing Seldom option.

1.2.1.3. Statistics
Menu Choice Usage
Control Panel Real-time frame counters and control panel of Port A and Port B. The

counters contain frame counts generated and received that can

examine the DUT.

1.2.1.4. Tool

Menu Choice

Usage

DUT OSC Measurement

Performs DUT clock measurement.

BERT Test Run BERT.
1.2.1.5. Language
Menu Choice Usage
Languages LE590-SG has 3 different languages for its Ul available. You can set
the Ul language to English, Simplified Chinese or Japanese.
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1.2.1.6. Help
Menu Choice Usage
About ... An “About” window will pop up and show detailed system information.
Click the OK button to exit the “About” pop-up window.
System A “System Requirements” window will pop up and show the requirements

Requirements

for your PC and the FPGA/Firmware of the module.

Click the OK button to exit the “System Requirements” pop-up window.

LINEEYE Web Open your default web browser and access LINEEYE Website
(www.lineeye.com)
Log See instant log of current running command and result

Log - m] X

11:57:03: LE-390TX OK ~
11:57:03: Connected

11:57:03: 5G Model

11:57:03: Send Set Port A Stream Counter]
11:57:04: Send Set Port B Stream Counter
11:57:04: Send Port A Configation
11:57:04: (genportConfig) Set Media
11:57:05: Send Port B Configation
11:57:05: (genportConfig) Set Media
11:57:06: Send Set Port A Rx DI Error
11:57:06: Send Set Port B Rx DI Error
11:57:06: (send)Port A Tx Config
11:57:06: (send)Port B Tx Config
11:57:06: Send Port A TinyGAP

11:57:06: Send Port B TinyGAP

11:57:07: Send Set Port A Stream Counter
11:57:07: Send Set Port B Stream Counter

1.2.2. Toolbar

Counter

Tx5C UsC

S6A 568 | Cap,CA Cap,CB ouT BERT | Router NAT

EE‘%%‘%%&@ =

Keys

Usage

Reconnect

If the USB connection between your PC and LE-590TX is down, a
“Disconnected” icon &F#4d Disconnected will be shown in “System
Connection Status”.

-+

EE]=
Press Reconnect button Recennect tg re-establish the connection
between your PC and LE-590TX. If the connection has been
established successfully, a message window will pop up, and the

“System Connection Status” will be shown as “Connected”
=4 Connected _

Counter

Real-time frame counters and control panel of Port A and Port B.
The counters contain frame counts generated and received that

can examine the DUT.

Website: www.lineeye.com



LINEEYE

Tx SC Shown the Tx Streams Counter window.

USC Shown on the Port Universal Streams Counter window.

SGA Configure the settings and contents of port A for the generation of
packet streams

SGB Configure the settings and contents of port B for the generation of
packet streams

Cap,CA Configure the criteria to capture the packets from port A.

Cap,CB Configure the criteria to capture the packets from port B.

DUT Performs DUT clock measurement.

BERT Run BERT.

Router NAT Run router NAT test.

1.2.3. Configuration and Information Zone

For different selections, there are System Information, Configuration and Status of Port A, Port B,

Report and Function Configuration in this block.

Information

-8 LE-590TX

=) @ System Information
e SN ¢

~Media Config : Disable
Media Status
) Link : Link Down
Speed :

Type :
) Flow Control : ON
) Rate Control : OFF
~Mult Streams Generation
o Capture Criteria
-~ Capture Buffer
..!F:..%port B
: Media Config : Disable
-~ Media Status
(D Link : Link Down

Speed :
- Type:
{3 Flow Control : ON

(D Rate Control : OFF

oo Multi Streams Generation
- Capture Criterfs
} Capture Buffer
=-E2 Low Rate Packet Generation
e PoTE A
Lecoport B

6 Website: www.lineeye.com
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1.2.3.1. System Information

Click the item below to show the system information

Information
= Mg LE-590TX A

On the right side of the main window, it shows

_ﬁodel [Lesoomx

s/ |

Mac

épcu Version po3

FPGA Version l1.'2.2bDDl 2018/01/04
ganware Version :\.rD.QbD:!S

| API Version |¥1.0b035 2019/01/08

1.2.3.2. Port Status and Configuration

Click the item of ports to show the status or configuration

------------- Media Config : Disable
--E-Media Status

------------- ) Link : Link Down
............. SDEEEI 1

............. T'fDE =

------------- {3 Flow Control : ON
------------- ) Rate Control : OFF

1.2.3.3. Media Config

Click item below to configure the link mode. Port A and port B has the same configuration items

Media Config : 100M Full

User can view the media link status or force to run specified media link
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Port A : Media Configuration

B Auto CForce
[+ 10M Half Force 10M Full
[+ 10m Full Force 100M Full
[~1100M Half Disable
100M Full

MDIX

(® Auto MDIX Apply

() Force MDI-II
() Force MDIX

Set

Click | APPY | {5 take effect the configuration on this page.

1.2.3.4. Media Status

-Media Status

-} Link : Link Down
Speed :

Type :

) Flow Control : ON
‘- (C) Rate Control : OFF

This window shows current link and media status

Port A : Media Status
Link Link Up
Speed 100M
Mode Full
Type Copper
Flow Control ON
Rate Control OFF

Click items below to view the media status at its sub-tree.
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1.2.4. Port Configuration

Other settings related to each A/ B port are displayed by selecting “Port Configuration” from
“Config” in the menu.

1.2.4.1. Flow Control

Sets ON/OFF of flow control.

Flow control is a mechanism which keeps the transmission rate of the sender within the receiving
range of the receiver, and is used to manage the flow of data / packets between two nodes,
especially when the sender can send more than the receiver acceptance capacity.

When flow control is enabled, rate control setting turns to be available and when rate control is
enabled you can set the rate.

Port Configuration *

; Data Integrity(DI) Elongated Frame Gap Packets of use 4]

Flow Control Rate Control
@on OOoFF COon @oFF
Rate: | 100.00 Mbps
Port B
Flow Control Rate Control
®on OoFF Oon @ oFF

Rate: | 1000.60 Mbps

Note
Changing settings here might cause Link Status changes and packet loss.

Anply Cancel

1.2.4.2. Data Integrity(DlI)

Sets ON/OFF of the check function by second level CRC (advanced data integrity).
The second level CRC is a checksum calculated based on the contents of the frame contents

from the offset to the end of the data field.
2" level CRC

DA SA DATA FCS

If the data is corrupted by the DUT and the FCS is affected by the error data, the second level
CRC check serves as a checksum. The mismatch between sent and received packets is
recorded as a second level CRC check error (DI Error).
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Port Configuration X

Flow Control Elongated Frame Gap Packets of USE * | * |

Port A Datz Integrity(DI)
(O Enable @ Disable

Port B Data Integrity(DI)
(O Enable (@ Disable

Mote
Changing settings here might cause Link Status changes and packet loss.

Anply Cancel

1.2.4.3. Elongated Frame Gap

When this function is enabled and packet transmission reaches wire speed, a frame gap of the
time for 1 byte is inserted after a certain number of packets are transmitted. As a result, in the
simulation of crystal oscillation between the DUT and the test equipment, the difference of crystal
oscillation can be corrected by about 30 ppm by enabling the elongated frame gap. Enable this

function if the DUT clock is slower than the LE-590TX.

Port Configuration *

Port A
® Enable  (C Disable

Port B
@® Enable (O Disable

Description

When this function is enabled and the transmitting packat flow reaches
wirespeed,a 1 byte-time of frame gap wil be inserted after a certain am-
ount of packets are transmitted. This can reduce packet loss caused by
crystal frequency differentials between DUT and test instrument.
Enabling Elongated Frame Gap can compensate crystal frequency differ-
entials by around 30 ppm as simulztion.

Note
Changing settings here might cause Link Status changes and packet loss.

Apply Cancel

Packets of USE * | * |

10
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1.2.4.4. Packets of Burst Transfer

Transmits to the PC via USB for each specified number of packets.

Usually select the default value of 20 Packets.

Lower the value when using older PCs and laptops with lower performance.

Elongated Frame Gap | Packets of USE BUTSE Transter | X-TAG Offset Dl *|
Port A

20 Packets w
Port B

20 Packets v
Description

You can set the amount of packets that wil be stored in the capture
buffer and transmitted back via USB cable per time.

Note

Changing settings here might cause Link Status changes and packet loss.

Apply Cancel

Port Configuration X

3

1.2.4.5. X-TAG Offset

Set the insertion position of an X-TAG when using it.

Port Configuration *

Elongated Frame Gap Packets of USB Burst Transfer
Port A

Tx ¥-TAG padding at offset: 45 ~  Byte

Port B

Tx X-TAG padding at offset: |45 ~ | Byte

Note

Changing settings here might cause Link Status changes and packet loss.

Apply Cancel

11

Website: www.lineeye.com



LINEEYE

1.3. Multi Streams Generation

Click item below to view the Multi Streams Generation configuration window.

=5 port A

-Media Config : 100M Full
‘Media Status

- Link : Link Up
|00Speed : 100M Ful
-¥X Type : Copper
<) Flow Control : ON
------ €3 Rate Control : OFF
Multi Streams Generation
- Capture Criteria

The configuration is the same as selection in operation menu or toolbar as below

Config  Statistics Tool Language Help
Port A Stream Generation

) Port B Stream Generation %
Operation Menu: or Toobar: 3G A

System shows the configuration window. User can configure the streams patterns for streams
generation. Maximum 64 entries are allowed for this configuration.

Port A : Multi Streams Generation

Hd4H B2 B B A
Save Load Defaukt View | Gap Calculator
Tx Rate |Auto Generated Tx Rate ~ B
Stream Transmit Mode | Continuous — + C

S | St || e Length Frame Rate Rx Frame/Gap Control X-TAG Append Error Frame Data Protocol

Stream (w/o CRC} Payload utilization - IFG (Byte) | IBG (Byte) Frames En X-ID CRC Generation Config Type
1 Base 1 &0 alo 10.00 763 12 14880 O nfa Mo Error ARP
Continued
MAC VLAN hiy HV-DA HV-SA HV-VID
DA SA En VID DIP SIP Mode Range Mode Range Mode Range

00-00-00-00-00-00 | FF-FFFFFF-FF-FF a nfa nfa Fixed - Fixed - Fixed

A:"Save" : Save the configuration of current settings
"Load" : Load packets from a saved configuration (.sgx) or Pcap format (.pcap) file.

| ultiStreamA.sgx ~ ‘ (*.5gx) e
o
(*.pcap)

"Default" : Restore to the default settings.

"View" : Select the item to be displayed.
"Gap Calcuator" : The gap calculation can be done.
B: Tx Rate : Select the send rate.
"Auto Generated Tx Rate" : Transmit at the rate of the value set for I.
"Manual Input Rate" : Transmit at the rate of the value set for J.
"Capped Balance Tx Rate" : Transmit evenly with the value entered for "Max Rate (Mbps)".

12
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C: "Continuous" : Continuously transmit.

"Packets Limit" : Transmits the number of packets entered in "Packets".

"Time Mode" : Transmission is performed for the period entered in "second(s)".

D: Select # : Show the number of streams.

To add a new stream, right click on the lower number of the stream volume (Stream #) and select

llNeW"
select
Stream # Stream Alias
1 Mew
Save as..
Import
Copy
Paste
Delete
Movwe to..
Mew x
Nurmber of Streams =
MAC

DA oo—oo—oo—oo—oo—oo| @ Fixed | Step O+ O- 1

SA [FF-FF-FF-FF-FF-FF| @Fxed Step O+ O- 1

Cirwa

Internet

Fixed | Step + - |1

Apply Cancel

E: Select Stream o: User can tick the o to active the stream generation of this stream.

F: Alias : Enter the name of the created frame.

G: Length (no CRC): Frame length in bytes without CRC

I: Rate: Select the unit and input the value of the parameter that the packets will be generated.

v Packet per Second: PR3
Ttilization: %
Line Rate: Mbps

PPS: Packet per second. Volume of packets that will be generated per second.

Utilization: Percentage of Wirespeed transmission
Line Rate: Mbytes per second in transmission

13
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J: CRC TxFrame/GAP Control : Enter IFG, IBG, Frames when Tx Rate is set to "Manual Input
Rate".

Ethernet devices must allow a minimum idle period between transmissions of Ethernet

frames. It is called interframe gap (IFG) as the illustration below

| Frame | IFG | Next Frame |
The minimum interframe gap is 96 bits time or 12 byte time. It is the time taken for

transmission of 96 bits raw data on the media.

K: X-TAG En o: User can tick the o to active tag generation of X-TAG. When it is ticked, user can
select X-ID. Each X-TAG has an unique ID. If there are more than one product of Xtramus is
generating the data stream on the same network, their X-ID should be different

X-TAG that is used as stream tags for providing fundamental information for collecting statistics
of multi-stream traffic. Advanced tests like latency, packet loss, and packet sequence miss can
be realized by X-TAG.

X-TAG is an Xtramus proprietary 12 bytes embedded tag that is located at 49th~60th bytes of
each testing frames that are generated by Rapid-Matrix for multi-stream tests.

DA| SA | Type| Header | X-TAG CRC

A A A y
49th1 60th T
— Payload
Total Packet Length
From 64 ~ 16300 bytes
L: Append CRC: Add CRC checksum to the end of each frame. CRC checksum is the way to
verify the correctness after data transmission. 4 bytes will be added at the end of the frame when

CRC checksum is added.
M: Error Generation : Generates an error frame.

N: Frame Data Config: Configure the payload contents in frame. Click the Frame Editor

Frarne Editor

to edit the detailed contents in frame. For the detail of how to use Frame

Editor, please refer to 1.11 Frame Editor

O: Protocol Type: System shows the Protocol Type when frame content is configured in

Frarne Editor

P: DA: Mode: Show or configure current Destination Address Mode. It can be Fixed, Increase,
Decrease or Random. If increse or decrese mode is selected, configure range (0~255) is
required. The DA will increase or decrease according to the range and repeat again. For the
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detail of this function, please refer to 1.11 Frame Editor

Q: SA: Mode: Show or configure Source Address Mode. It can be Fixed, Increase, Decrease or
Random. If increse or decrese mode is selected, configure range (0~255) is required. The SA will
increase or decrease according to the range and repeat again. For the detail of this function,
please refer to 1.11 Frame Editor

R: VID: Mode: Show or configure VID Mode. It can be Fixed, Increase, Decrease or Random. If
increse or decrese mode is selected, configure range (0~4095) is required. The SA will increase
or decrease according to the range and repeat again. For the detail of this function, please refer
to 1.11 Frame Editor

S: DIP: Show or configure current Destination IPaddress.

T: SIP: Show or configure Source |IPaddress.

U: HV-DA : Change the end value (XX) of the Destination MAC address.
V: HV-SA : Change the end value (XX) of the Source MAC address.
W:HV-VID : When VID is checked, VID is changed.

Click | APPY | {5 take effect the configuration.

1.4. Capture Criteria

Click item below to view the Capture Criteria configuration window.

Bﬂej Part A

-Media Config : Disable
‘Media Status

‘Multi Streams Generation

-Capture Criteria
-Capture Buffer
B“Ej Port B
: -Media Config : Disable
-El-Media Status
) Link : Link Down
Speed :
Type :

The configuration is the same as selection in operation menu or toolbar as below

W &

Toolbar: ©ap.C A Cap,CB

System shows the configuration window. Users can configure the criteria that they want to
capture, from protocol or SDFR aspects
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€ Protocol
Different protocols can be combined as unique criteria

Protocal SDFR Result

[I:Capture all packets
MAC B Network C Protocol D
[JBroadcast (JEthermet-1 []BPDU CITcp
(I Multicast ] arp COnone 1w CJupp
[ unicast O 1pwa [J1pv4 with extension header ClFTP
CwLan Orve [J1pv4 checksum error ClrTP
[1crC error [1Px [JoSPF
[ over size CJ1cmp CIRsvP
CJunder 64 bytes CJ16Mp
[Jrause packet I

Ux-Tag E

Packet length filter{with CRC)

F [IFitter length (Bytes) = 52 -

A: Capture all packets: All packets are captured and sent to PC by USB port. Be attention that
packet loss is possible if the captured traffic is higher than traffic allowed for USB port.

B: MAC: MAC based criteria. Packets with MAC events in the list is captured and sent to PC by
USB port

C: Network: Network events criteria. Packets with network events in the list is captured and sent
to PC by USB port.

D: Protocol: Protocol Type criteria. Packets with protocol type in the list is captured and sent to
PC by USB port.

E: X-TAG: X-TAG is an Xtramus proprietary 12 bytes embedded tag. User can capture this kind
of packets from product of Xtramus

F: Packet length filter: Capture packet (frame) length in specified range of length

& SDFR:

e SDFR (Self-Discover Filtering Rules) is a technique that make capture of Ethernet easy and
convenient

e User-friendly interface that the value such as source IP, destination IP and other criteria for
capture and filter can be input directly without calculating mask.
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e SDFR value for capture or filter includes several network event (such as DA, SA, DIP...),

varied length of frame (oversized, undersized) and varied of frame/packet type (CRC error, IP
checksum error...).

e Value of SDFR can be a unique value or a range of values between specified values. All
packets that fit the value are captured

e Multiple filter condition can be activated easily by just clicking different options

e Displays captured packet in real-time while network is still running.

¢ Value of SDFR and filter criteria can be changed dynamically during capture procedure.

Port A : Capture Criteria

Protocol Result

E ~ B C D
n VDD DA |[Single |GD—22—AE—GD—DG—DB|
L] sSIP SA  [Single ~ |cc:-—22—:n.2—cc:-—c:-c—c:-c|
| DIP : .
O] Spart VID | Single -~ |1111 =
U DPort DIP |Single ~ [192.168. 0 . 1 |
U DA & SA :
0 DA & SA & VID SIP|Single v | 192.168. 0 .0 |
0  DpA&sP DPort [Single 2
| DA & DIP ; ‘
(1 sa&sP SPort [Single -
Ll SA & DIP Glossary
E SIP & DIP DA:  Destination MAC Address
0 E;E : EEDDFFE SA: Source MAC Address
O] DIF & SPart VID: VLAN ID
| DIP & DPort DIP: Destination IP Address
| SIP & DIP & SPort SIP: Source IP Address
1 STP R NIP & NPart w7 DPort: Destination port

£ >

A: SDFR items: User can tick the items that act as criteria. When user ticks one option, some
other options will be gray. It means the option what user tick has covered the range of those
options in gray.
B:Pattern

e DA: Destination MAC address

e SA: Source MAC address

e VID: VLAN ID that follows 802.11Q standard

e DIP: Destination IP address

e SIP: Source IP address

e DPort: Destination port of IP address

e SPort: Source port of IP address
C: Pattern Mode: Select a pattern (Single, Pair, Range) to cover the value of criteria items.
D: Patterns: The unique value or range of values specified as the capture criteria of criteria
items.
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For example, user wants to capture packets with VLAN ID 1 to 10.

Protocol SDFR Result
] DA A
] Sa
M |vip
] SIP
Plus
VID |Range ~||1 IE <vD < |10 2

1.5. Capture Buffer

Click item below to view the Capture Buffer configuration window.

..... B...Eajpnrt,q

------------- Media Config : Disable

----- #-Media Status

------------- Multi Streams Generation
------------- Capture Criteria

Capture Buffer

To view the contents of captured packets, user can select the captured packets from Capture
Buffer window

PortAkaptm'e Bu&r C D E
B B = WM
Save as Pcap  Save as 5G format F Start Stop Clear
Paéts Stored in PCH I K L M N Max. Packets Shown in Buffer | 10000 :
| Ho# | DeltaTime(us)| summary {wlfl?gctgc} pA sA VLAN | Protocol pIP s
S 00 01 02 03 04 05 06 07 05 09 0 0B 0 A

Summary Q A || Item Name R Value
! tErro

A: Save: Save the captured packets to file
B: Tick this option to capture Bert Error packets
C: Start Capture: Starts the capture process.
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D: Stop Capture: Stop the capture process

This block lists all captured packets

E: Summary: Summary of network items

F: Length (add CRC): Packet length that includes CRC
G: DA: Destination MAC Address

H: SA: Source MAC Address

I: Frame Data: Contents of captured frame (packet).

J: Summary: List all summry items of network. When user select a packet, the summary items
that fit the packet is labels as black word, otherwise, labels as gray word that it does not fit the

packet. For the example below, the selected packet is IP packet and it does not has the other

property such as CRC Error, Alignment Error.

Surmmary

CRCError

Alignment Error

Dribble Bits
T

2nd CRC (D) Error

P Checksum Error

]

W

K: Item Name: Frame view of capture packets, such as Ethernet Il

1.6. Control Panel

Click the Counter pytton to pop up the Counter window.

Control button of this window can control packet generation and receiving, and also view the

result counter

19
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B | Counter Window — O >

| Cguntgt PélllE[_’ - c - ’
H mw <= < = & 1%y 15

Save Clear Hide Show Resize Export to Bxcel Tx Learning Pkts & Tx Learning Pkis B
l I | Port A Port B Tois, J  operation
MLk Statne i Link Tp Link Up

| 500nd tste | 100M Full 100M Full All Ports
| Tx Packet. | €,478 71,878 Transmit [W] & 00
| TxByte 414,484 4,887,568 Capture [

| Tz PacketsRate | 0 0 -
| Tx Line Rate(Mbps) | 0.00 0.00 Port A

Tx Utitization{%s | 0.00 0.00
!hpamt{n}—i n £.476 Transmit W] | 00
|Rs Byte l 0 414, 464 Capture [H] &
| Rx Packets Rate ! 0 0
|RsLine Rats(Mbps) | 0.00 0.00 Port B
By Utilization(%) | 0.0 6.00| Transmit W] > 1
| Collision i - = .
| Error & Loss Packet_ B ] Copture [l
NEH Packet Size Statistics | : 2
[ Layer2 Packet Counts | = 5
L5 Network Layer i = s
EE| SDER ! > -|
|| X-TAG Packet | 0 0|
| Tx Start Time 2018/02/06  11:55:132019/02/06  11:58:55
| Tz End Time |2015/02/06  11:55:172019/02/06  11:58:57
|FirstErvor Time | = |
..IIT e | _ _ b d
P >

4 Control buttons

A: Save: Save current result of counters to Excel file

B: Clear: Clear all counters to zero and it is ready for next packet generation
C: Hide: Hide all the data that is zero.

D: Show: Show all the data of this window.

E: Resize: Adjust the width of the cell.

Cell Width Setting Dialog ped

Column width 150
(Default: 150, Min: 80, Max: 300)

Apply

F: Export to Excel:
G: Tx Leaming PKis A: Transmit Learning packets from port A.
H: Tx Leaming PKts B: Transmit Learning packets from port B.
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I: Counter: Counters for streams generation

Counter with X mark is expansible. Please click the £ mark

Collision = [=] Collision
r- Tx Collizion
+- Tx Single Collision
+- Tx Multi Collision
- - Tx Excess Collision

J: Operation: This option can activate Transmit or Capture of port A, port B or port A + B

individually.

Button Description

|E| Stop complete procedure of transmitting or capturing.

Start to transmit or capture procedure

E Pause transmitting or capturing procedure. System still measure the

statistics couter, however, the counter value is static for user to
watch the status when user click the E button. When user click

again, the counter status resume to real status instantly. Click

this button does not affect the real counters values
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1.7. Low Rate Packet Generation

Port A : Low Rate Packet Generation
S A . B CcC=-D
H &= wm g
Save Load Clear Default
Strl':aam # ﬁcl;:ive = Alias Hl_engﬂt Fll'ame Data I”mtncul I Inﬁznral Pilfcket
Stream (w/o CRC) Config Type (5ec) Count
| 1 L] LRPG 1 &0 Frame Edit L 1 0
| 2 | O LRPG 2 60 LLC 1 0
[ 3 | O LRPG 3 50 LLC 1 0
| a = LRPG 4 60 LLC 1 0

0000 m ;

0o1a
oo2o
0030

A: Save: Save the current settings.

00 00 o0 oo

00 00 00 00 00 00 00 00 oo

00 00 00 00 00 00 00 oo

B: load: Load the settings.

00 0ag oo

C: Clear: Clear the current value to zero

D: Default: Restore to the default settings.

E: Stream #: Show the number of streams.

00 00 00 0o
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

F: Active Stream: User can tick the o to active the stream generation of this stream.
G: Length (w/o CRC): Frame length in bytes without CRC
H: Frame Data Config: Configure the payload contents in frame.

I: Protocol Type: System shows the Protocol Type when frame content is configured in

Frarme Editor

J: Interval(Sec): Sets the transmission interval.

K: Packet Count: Sets the number of packets to transmission.

22

Website: www.lineeye.com



LINEEYE

1.8. ARP Reply Configuration

s
S
Sowve  ocid etk

]im'té_: :ERP Reply Configuration
4 = K

Dstreama E enable | sie G rnetmask H Gateway | STPYG J mymac K swtes
1 [ O  sess | omoo | 0000 | 0000:0000:0000,0000:0000,0000:0000:0000 | 000000000000 | OFF
2 | 0.0.0.0 0.0.0.0 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000.  00-00-00-00-00-00 | OOff
3 | 0,0.0.0 0.0.0.0 0.0.0.0 0000:000:0000:0000:0000:0000:0000:0000  0O0-00-00-00-00-00 | OFF
P | 0.0.0.0 0.0.0.0 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000  D0-00-00-00-00-00 | OF
5 | 0.0.0.0 a.0.0.0 2.0.0.0 0000:G000:0000:0000:0000:0000:0000:0000  00-00-00-00-00-00 | OFF
6 O 0,0.0.0 a.0.0.6 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000.  00-D0-00-000000 | OF
) O 0.0.0.0 0.0.0.0 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000  0O0-00-00-0000-00 | OFF
B | 0.0.0.0 0.0.0.0 0.0.0.0 G000:0000:0000:0000:0000:0000:0000:0000 | CO-0-00-0000-00 | OF
g O 0.0.0.0 0.0.0.0 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000  00-00-00-0000-00 | OF

o | 0.0.0.0 0.0.0.0 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000  00-00-00-00-00-00 el
11 O 0.0.0.0 0.0.0.0 0.0.0.0 0000:0000:0000:0000:0000:0000:0000:0000  0O-00-00-0000-00 | OFF
12 O 0,0.0.0 2.0.0.0 0.0.0.0 0000:000:0000:0000:0000:0000:0000:0000  £O-00-00-00-00-00 | OFF

Apphy

A: Save: Save the current settings.

B: load: Load the settings.

C: Default: Restore to the default settings.

D: Stream#: Show the number of streams.

E: Enable: User can tick the o to active the stream generation of this stream.
F: SIP: Show or configure Source IPaddress.

G: Netmask: Show or configure Netmask.

H: Gateway: Show or configure Default Gateway.
I: SIPv6: Show or configure Source IPaddress V6.
J: My MAC: Show or configure MAC Address.

K: Status: Show the transmission status.
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1.9. Tx Stream Counter

B ' Tx Stream Counter — O >
A B. C D E F G
000 = = &= =5
Clear Hide  Show PortAB Port A PortB On Top
Port A H | J
i ; ; , \.
Stream # Packets Bytes XID
1 6,476 414,464  n/a
2 n/al nfa nia
3 nfa nfa nfa
4 n/a nfal nia
5 n/a nfa nia
6 n/al nfa nia
7 n/a n,"a. n/a
;1 n/a nfal nia v
Port B
' | | ~
Stream # Packets Bytes XD
1 71,876 4,887,568  n/a
2 nfal n/a n/a
3 n/al nfa nia
4 nfal nfa nia
5 nfa nfa nfa
6 nfal n/a nia
7 n/a nfa nia
8 nfa- nfa nla L4

A: Clear: Clear the current counters value to zero.
B: Hide Zero: Hide counter items that its counter value is zero.
C: Show: Show all the data of this window.

D: Port AB: Lists counters value of port A and port B simultaneously.

E: Port A: Lists counters value of port A only.

F: Port B: Lists counters value of port B only.

G: On Top: Display the window in front.

H: Packets: Show the number of packets.

I: Bytes: Show the number of bytes in the packets.
J: XID: Show the XID of the packets.
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1.10. Universal Stream Counter

B Universal Stream Counter
Qe StEeam uiEWigowg H | J K
0 I S B | =
Update Save Clear Clear Hide  Show Set Port AB Port A PortB | On Top
Port A
XD # Line Rate (Mbps) Packets Bytes fasy 5/N Miss IPCS Error
< it Event
_ Total 0.00 [ 0 0 0
0 nfa nfa nfa nfa nfa
1 nfa nfa nfa nfa nfa
2 nfa nfa nfa nfa nfa
3 nfa nfa nfa nfa nfa
[3 n/a n/a nja nfa nfa
Port B
XID 4 Line Rate (Mbps) Packets Bytes i S/N Miss IPCS Error
& T Event '
Total 0.00 a i i i
[1] n/a n/a nfa nfa nfa
i nfa nfa nja nfa nfa
2 nfa nfa nfa nfa nfa
3 n/a n/a nfa nfa nfa
4 n/a n/a nfa nfa nfa

nfa
nfa
nfa
nfa
nfa

nfa
nfa
nfa
nfa
nfa

Current

Current

- O x

Latency {us) | »
Max Min
n/a nfa nfa
n/a nfa nfa
n/a n/a nja
nja nfa nfa
n/a nfa n/a

n/a n/a nfa v

Latency {us) |

Max Min

n/a n/a nfa
nla n/a nfa
n/a nfa n/a
n/a n/a n/a
n/a nfa nfa

n/a n/a nfa w

A: Update: The Update button allows you to pause or start the counter operation.

B: Save: Save current result of counters to Excel file.
C: Clear: Clear all counters to zero.

D: Clear: Clear Max and Min counters to zero..

E: Hide: Hide all the data that is zero.

F: Show: Lists counters value of port B only.

G: Set: Click the button to pop up the Setting window. In this window, you may modify the Rule

(Stream Counter Mode) of USC. The chosen mode will be shown in the side pointed by the red

arrow. Click the Apply button to save this setting or Cancel to close this window without saving.

Setting >
Port A Port B

Stream Counter Mode

Base on X-TAG

Base on DA

Base an 54

Base on VLAN

Base on VID Priority
Base on MPLS

Base on DIP

Base on SIP

Base on DF

Base on 5P

Base on Individual VLAN
Disable

Rule:

Begir

After applying your settings made on the Setting window, the changes will be shown on the Port

Universal Streams Counter window.
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Loss Latency (us)
XID # Line Rate (Mbps) Packets Bytes S/N Miss IPCS Error
Event Current Max Min
Total 0.00 368,331 23,573,184 0 0 0 n/a nj/a nja
[3 0.00 368,331 23,573,184 0 0 0 n/a 0.00 0.00

H: Port AB: Show the PortA & B counter of this window.
I: Port A: Show the PortA counter of this window.

J: Port B: Show the PortB counter of this window.

K: On Top: Display the window in front.

1.11. Frame Editor

To create the pattern and contents of the streams what user want to generate, the utility has
Frame Editor function to create what user want.

Config = Statistics Tool Language Help
g Port A Stream Generation

Port B Stream Generation

Click "®5# putton on toolbar or on operation menu, system

shows

Port A : Multi Streams Generation
H = B E ]

Save Load Default Vie\'.'J Gap Cé\culatur

Tx Rate Auto Generated Tx Rate

Stream Transmit Mode | Continuous ~ ~

Stream # . Select Alias . Length . Frame Rate _ RxFrame/Gap Control .Append Error . Frame Data . Protocol
| Stream | (wfocRCQ) | Payload | ytilzation -| IFG (Byte) IBG(Byte) | Frames | CRC Generation | Config | Type
1 | Base 1 &0 Allo 10.00 768 12 14380 nokror [ FrameEdit | ARP
. . Frame Edit . . .
Configure related parameters, then user can click to edit the detailed contents in
frame.

1.11.1. Overview

This window shows all frame type that is configurable. User can also import user-defined file
(*.pcap of Ethereal or Wireshark) for test directly.
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Frame Edit Dialog - O
| T
| ! Ovenview Link Layer Type Layer 3 Header Protocol Tlustration
| Frame View @ Hone; Mone Pause
(O Ethemet I P4 a5
‘ - 0x04 (4)
D IPX IPvb 008 (3)
‘ (JIPPPoOE ARP
| {7) User Defined IPX
Tags Layer 4 Header
Hone Mone QOSPHP
WVLAN TCR/IP RIP/IP
Q-in-G UDp/IP RSVP/IP
MPLS ICMP/TP ICMPwE
- . _ 1 1GMP/IP
| Transfer Protocol to UDF |
Apply | | Cancel
1.11.2. Import

Click the A: @ button and import the file from PC
B: Protocal lllustration: The figure shows the structure of packet/frame that will be generated.

The figure is changeable, depending on the configuration of the packet/frame.

1.11.3. Frame View

This Frame View window shows the frame structure of the frame that user want to edit.
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Item Name

Overview ~El-Ethernet 802

Frame View

C -------- Length

A

.3

~F-LLC (Logical Link

Control Protocol)

Valus

FE:FF:FF:
00:00:00:

Ox0000

FF:
00:

B

FF:FF
ao:00

0o ol
00000000 FF FF
00000010 00 0o
00000020 00 00
00000030 00 00

02
FF
i}
uli}
uli}

a3
FF
a0
a0
a0

05
FF
i}
uli}
uli}

0e
ao
a0
a0
a0

07
ul}
i}
uli}
uli}

0g
ul}
i}
uli}
uli}

ag
ao
a0
a0
a0

0a
ul}
i}
uli}
uli}

oc
ao
a0
a0

oD
ul}
i}
uli}

0E
ao
a0
a0

OF | 0123456785ABCDEF
00 eeiiiiiienenenen

A: Item Name: Network protocal type

B: Value: the value in the protocal type

C: Click - can expend the items in protocal type

D: Contents of the edited frame/packet.

1.11.4. Data Link layer

Data Link Layer type of streams generation

Owverview

Frame View @;....
() Ethernet II

O PX
() PPPOE

i) User Defined

Link Layer Type

Data Link layer: The Data Link Layer is Layer 2 of the seven-layer OSI model of computer

networking. The Data Link Layer protocols respond to service requests from the Network Layer

and they perform their function by issuing service requests to the Physical Layer.

Several protocols options can be chosen for the test.
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1.11.4.1. Ethernet I
Ethernet II: The most common Ethernet protocol currently used on LAN

Overview Link Layer Type

Ethernet II (_)Mone

Frame View [

T IEA

() PPPQE

() User Defined

MAC Address

Owverview Destination Address: | FF-FF-FF-FF-FF-FF | | 4p— e b
Ethemnet 1I Source Address: | 00—00—00—0 0—00—0 1 |
Frame View

User can configure the MAC address of DUT.

Destination Address (DA): Default: FF:FF:FF:FF:FF:FF, means broadcast frame. To use

variation of DA function, this MAC address is the start MAC address

Source Address (SA): Default: 00:00:00:00:00:00, means the MAC address of this device itself.

To use variation of SA function, this MAC address is the start MAC address

1.11.4.2. Variation of DA, SA and VID

The DA and SA is variable if increase or decrease selection is selected
DA, SA of Default Multi Streams generation is fixed

Port A : Multi Streams Generation
& B | @

Save Load Default Uie':'d | Gap C;'Iculatnr

Tx Rate | Aute Generated Tx Rate ~

Stream Transmit Mode | Continuous v

' P ' HV-DA ' HV-SA
Stream & | = =
D DIP SIP Mode Range Mode Range
1 | nfa nfa [ Increase |DD -> 64 l Decrease jFF - 00

HV-VID

Mode Range

Fixed nfa

User can click the selection and change it to increase or decrease and also specify a range of

variation as the example below

HV-DA HV-SA
Mode Range Mode Range

Increase 00 -= 64 Decrease FF -= 00
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Destination MAC Address x Source MAC Address %

Destination MAC Addrass (DA) Source MAC Address (SA)

SA: FF:FF:FF:FF:FF:XX

Mode | Fixed b
Begin FF o
End 0D 2 End FF 2
Apply Apply

Assume that the DA is 00-00-21-5C-0A-22, Assume that the DA is 00-00-21-5C-0B-22

® When increase mode is selected, the last 2 hexdecimal digits will be 22, 23, 24.. .till the
counts of the range, for example, 100.

® When decrease mode is selected, the last 2 hexdecimal digits will be 22, 21, 20...till the
counts of the range, for example, 150.

1.11.43. IPX

IPX: Internetwork Packet Exchange (IPX) is the OSI-model Network layer protocol in the
IPX/SPX protocol stack. The IPX/SPX protocol stack is supported by Novell's NetWare network
operating system.

Overview Link Layer Type

PX () MNone

] () Ethernet II
Frame View @IP)(:

(_) User Defined

This editor of IPX will added if required.
1.11.5. Tags

When Ethernet Il of Data Link Layer is selected, extra tag options is available.
When Ethernet Il is selected. Tags option is opened

SUETED Link Layer Type
Ethernet II (C MNone

(@ Ethernet 11
VLAN O X

Frame View (O PPPOE
(O User Defined

Tags
() Mone
@VLAN
O Qin-Q
I MPLS
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1.11.5.1. VLAN

Overview Link Layer Type

Ethernet I (O Mone
(@ Ethernet II
(C)1PX

Frame View (O PPPOE
i) User Defined

VLAN

A virtual LAN, commonly known as a VLAN, is a group of hosts with a common set of
requirements that communicate as if they were attached to the Broadcast domain, regardless of
their physical location.

The protocol most commonly used today in configuring virtual LANs is IEEE 802.1Q.

IEEE 802.1Q adds a 32-bit field between the source MAC address and the EtherType/Length
fields of the original frame. The VLAN tag field has the following format:

EtherType/|
Source MAC Size Payl cad CRC ! FCS
1] 2] 3456 el v o . [~§ 1 2] 3] 4
n=4&-1500
Etherlyps
Source MAC BO2.10 Header Size Payload
il 2zl 3l 4561 ]2 alal vl =211 o1 :1@In
TPID=0x8100| PCP CFIVID N=46&-

VLAN Tag in Ethernet Frame

To configure the VLAN for streams generation, click the VLAN Tab
VLAM Tag Parameters(L1)

Owverview User Priority CFI VID Tag
ctoreey | B | [Reset ][0 5 Owane
VLAN VLAN Tag Parameters(L2)
Frame View User Priority CFI VID Tag

0 Reset 0 = VLAN L3

VLAN Tag Parameters(L3)
Iser Priority CFL VID

0 Reset ] =

User priority (also called COS, class of service) and VID are most common parameter for the test
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1.11.5.2. Q-in-Q

Overview

Ethemet II (O None

(@ Ethernet I
Q-n-Q I O PX

Frame View (O PPPOE

Link Layer Type

() User Defined

IEEE 802.1ad (Provider Bridges) is an amendment to IEEE standard IEEE 802.1Q-1998 and it is
called Q-in-Q or Stacked VLANs

EtherType|
Source MAC Size Payload GRC/ FCS Int
1Tl 2] 3 4] 516 112111 .| -  [n 1121314 [ EEERENEE
N=46-1500
Ether Typ
Source MAC 802.1Q Tag Size Payload CRC /FCS
1l 2]l 3laflstali ]2 EN I I - T I I I I 1 ]lz2]za]4 |
TPtE=0x8100] PCR/CFIVID N=46-1500
802.10) Outer Tag / Etherlyp
Source MAC MetroTag / PE-VLAN | 802.10Q InnerTag Size Payload
Tl 2] sl afJsfel 1 lelalal el alal T2l T T T Tnl 1]
TPID=0x2100) PCR/CRIVID| TPID=0x8100) PCRVCEVVID n=46-1500

SEnnaant

To configure the Q-in-Q for streams generation, click the Q-in-Q Tab

5-Tag
Owverview Ether Type User Priority CFI
38 A8 ] « | | Resat
Ethernet 1I
Q-in-Q C-Tag

Ether Type User Priority CFI

Frame View 0

~ | Reset

VID
g|C E

VID
|| 0
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Overview

Ethernet II

MPLS I

IPw4

Frame View

1.11.5.3. MPLS

Link Layer Type
) None
(®) Ethernet 11

O IPX
() PPPOE

(") User Defined

Tags

i_JNone
() VLAN

In computer networking and telecommunications, Multiprotocol Label Switching (MPLS) refers to

a mechanism that directs and transfers data between Wide Area Networks (WANs) nodes with

high performance, regardless of the content of the data. MPLS makes it easy to create "virtual
links" between nodes on the network, regardless of the protocol of their encapsulated data.

MPLS works by prefixing packets with an MPLS header, containing one or more 'labels'. This is

called a label stack. Each label stack entry contains four fields:

» A 20-bit label value.
> A 3-bit Traffic Class field for QoS (Quality of Service) priority (experimental) and ECN (Explicit

Congestion Notification).
> A 1-bit bottom of stack flag. If this is set, it signifies that the current label is the last in the

stack.

> An 8-bit TTL (time to live) field.
This can be defined by the configuration of this utility.
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Owerview

Ethernet II

MPLS

IPwd

Frame View

MPLS Labels

Labels
Label #1

MPLS Label

Time to Live

Append

Remove

1.11.6. Layer 3 Header

In the payload of frame, layer 3 header as the items below is configurable
Layer 3 Header

. () Pause

Owverview

Ethernet I

IPwd

Frame View

1.11.6.1. IPv4

Link Layer Type
() Mone

(® Ethernet I
OIPX
(_JPPPoE

i) User Defined

Layer 3 Header
(JMone () Pause

CI

Experiential Use ICI =

LI =

IPv4: Internet Protocol version 4 (IPv4) is the fourth revision in the development of the Internet
Protocol (IP) and it is the first version of the protocol to be widely deployed.
The structure of IP header is illustrated below

34

Website: www.lineeye.com



LINEEYE

19-31

Total Length

Fragment Offzet

Header Checksum

bit
0-3 47 8-15 1618

offset

0 “Yersion Header Differentiated Services

length

32 l[dentification Flags
64 Tirne to Live Protocal

96 Source Address
128 Destination Address
160 Options
160

or Data
102+

The utility has user configurable interface to match the structure of IPv4 header

Internet Protocol Address

Overview Destination Address| 192.168. 1 . 0O |
Ethemet II Source Address |192_153_ 0.0 |
w4 A

_ (TOS Bit 0-2) Precedence | 000 - Routine
Frame View

(TOS Bit 3) Delay 0 - Mormal

(TOS Bit 4) Throughput |0 - Normal

(TOS Bit 5) Reliability 0 - Mormal
(TOS Bit &) Cost 0 - Normal
(TOS Bit 7) Reserved i]

LT

A

Identification

Fragment

Fragment Offset (x8) D

Time to Live

Protocol

May Fragment w

Last Fragment ~

4k 4 F

255 - Reserved
B

A: Differentiated Services (DS) was originally defined as the TOS (Type of Services) field; this
field is now defined by RFC 2474 for Differentiated services (DiffServ) and by RFC 3168 for

Explicit Congestion Notification (ECN), matching IPv6.

B: Most common protocols numbers are listed below and the utility has detail configuration of

these protocol.

1: Internet Control Message Protocol (ICMP)

2: Internet Group Management Protocol (IGMP)
6: Transmission Control Protocol (TCP)

17: User Datagram Protocol (UDP)

IPv6: This protocol will be supported later.
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1.11.6.2. ARP
LUELED Link Layer Type Layer 3 Header
Ethernet I (Z)None {_JMone () Pause
(® Ethernet II () IPva
ARFP O PX

Frame View () PPPOE
i) User Defined

ARP: Address Resolution Protocol (ARP) is the method for finding a host's link layer (hardware)
address when only its Internet Layer (IP) or some other Network Layer address is known. ARP is
primarily used to translate IP addresses to Ethernet MAC addresses.

The structure of ARP header is illustrated below

ui?f:et o-7 8-15 16 - 31

0 Hardweare type (HTYPE) Protocol type (PTYPE)

32 Hard;:i’;g”mh Protocol length (PLEN) Operation (OPER

64 Sender hardware address (SHA) (first 32 bits)

96 Sender hardware address (SHA) (last 16 bits) =ender protocol address (SPA) (first 16 hits)
128 mender protocaol address (SPA) (last 16 bits) Target hardware address (THA) (first 16 bits)
160 Target hardware address (THA) (last 32 hits)

192 Target protocol address (TPA)

The utility has user configurable interface to match the structure of ARP header

Overview Hardware Type 1 - Ethernet L

Sender Hardware Address | 00-00-00-00-00-02 |

Protocol Type | 0g8:00 |

Ethernet II

Sender Protocol Address | 192.168. 0 . O |
Target Hardware Address | 00-00-00-00-00-01 |

Hardware Address Length | 6 |

ARP

Protocol Address Length |4

) Target Protocol Address | 192.168. 1 . 0 |
Frame View

Operation 1 - ARP Request -~

€ D: IPX: Reserve function for next version
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1.11.6.3. Pause

Overview Link Layer Type Layer 3 Header
EthermetT | O MNone OMNone @3Pause
(@ Ethernet 11 () TP
Pause O PX O Pve
Frame View (O PPPoE O ARP
() User Defined (IVIPX

Pause: PAUSE is a flow control mechanism on full duplex Ethernet link segments defined by

IEEE 802.3x and uses MAC Control frames to carry the PAUSE commands.

MAC Address
Owverview ADestinatinn Address: | g1—g0—CZ—00—00-01
Ethernet II Source Address: O0—00=00—=00=00-00
Pause Pause Quanta
Frame View Type: g3.08 B opcode: 0o 01
C Pause: |32;.-,5? | =

-

A: Destination Address: 01:80:C2:00:00:01. This particular address has been reserved for use in

PAUSE frames.

B: Opcode: The MAC Control opcode for PAUSE is 00:01 (0X0001 in hexadecimal)
C: A PAUSE frame includes the period of pause time being requested, in the form of two byte
unsigned integer (0 through 65535). This number is the requested duration of the pause.

1.11.7. Layer 4 Header

In the payload of frame, if IPv4 is selected
Layer 3 Header

(ONone (O Pause

Then Layer 4 header as below is configurable
Layer 4 Header

(® Mone () OSPF/IP

QO TCp/IP  ORIP/IP

QUDP/TP  (DRSVP/IP

QICMP/IP () ICMPVE

O IGMP/TP
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Owverview

Ethernet 11

IPv4

TCP/IP

Frame View

1.11.7.1. TCP/IP

Link Layer Type

Layer 3 Header

(I Mone (JMone () Pause

{® Ethernet 1I (@) IPvd

iIPX i) Ipve

(_)PPPOE i) ARP

(") User Defined (IIPX

Tags Layer 4 Header

(® None ONone (O OSPF/TP
OVLAN @TCR/IP. ORI/
i) Q-in-Q (_JUDP/IP () RSVP/IP
(_)MPLS () ICMP/IP ICMPvG

T f_mo_r_ __lr_ vimr

() IGMP/TP

The Transmission Control Protocol (TCP) is one of the core protocols of the Internet Protocol

Suite.

The structure of TCP segment is illustrated below. The TCP header starts after bit 160 of the IP

header.

Bit
offset
0
32

64

96

128
160

160192+

TCP Header
0-3 4-F 8-15 16-31
Source port Destination port
Seguence number
Acknowledgment number
Data

Feserved E_?WR ECE URG ACK P3H| RST| 5YM Fllﬂ Window Size

offset

Checksum Lrgent painter

Options {optional)

Data

Flags (8 bits) (called Control bits) — contains 8 1-bit flags

¢ CWR (1 bit) — Congestion Window Reduced (CWR) flag is set by the sending host to
indicate that it received a TCP segment with the ECE flag set (added to header by RFC
3168).

e ECE (ECN-Echo) (1 bit) — indicate that the TCP peer is ECN capable during 3-way
handshake (added to header by REC 3168).

e URG (1 bit) — indicates that the URGent pointer field is significant

¢ ACK (1 bit) — indicates that the ACKnowledgment field is significant
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e PSH (1 bit) — Push function

e RST

1 bit) — Reset the connection

¢ SYN (1 bit) — Synchronize sequence numbers

e FIN (1 bit) — No more data from sender

The utility has user configurable interface to match the structure of TCP segment

Overview
Ethernet 1I
IPv4
TCR/IP

Frame View

Owverview

Ethernet I

IPwd

UDP/TP

Frame View

UDP/IP

TCP Paramters

Source Port | 0o0:00 | Flags
Destination Port |00:50 |
Sequence Number |IZIIII:IZIIZI:DEI:EID |

|

Acknowledgement Number | oo.0o0:00:00

Header Lenath (x4) =

Window |08:71 |
Checksum Correct =~
Urgent Pointer | oo:o1 |

1.11.7.2. UDP/IP

Link Layer Type Layer 3 Header

I Mone (JMone () Pause

(®) Ethernet II @ IPv4

O 1PX O 1Pv6

(_JPPPoE () ARP

(") User Defined (IIPX

Tags Layer 4 Header

(® Mone () Mone ) OSPFIP

(CIVLAN () TCR/IP (O RIP/IP

O Q-in-Q @UDP/P: O RSVP/IP

IMPLS O ICMP/ TP ICMPvE
() IGMP/IP

o USSR RN . B TR

(] Push Function

[l Urgent Pointer valid []Reset Connection
(] Acknowledge valid [ Synchronize Sequence
1Mo More Data From Sender

The User Datagram Protocol (UDP) is one of the core members of the Internet Protocol Suite,

the set of network protocols used for the Internet.

The structure of UDP segment is illustrated below. The UDP segment starts after bit 160 of the IP

header
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bits 0-15 16 - 31

0 Source Paort Destination Port
32 Length Checksum
64 Data

The utility has user configurable interface to match the structure of UDP segment

UDP Parameters

Overview Source Port | o0 oo |
Ethemnat 11 Destination Port | 00: 00 |
20 =
P4 Lenagth :
Checksum Comrect
UDP/TP
Frame View

1.11.7.3. ICMP/IP

Owverview

Link Layer Type Layer 3 Header

Ethernet II (O None (CNone (O Pause
(®) Ethernet II @ IPv4

1Pva (O 1PX O 1Pv6

ICMP/ TP (O PPPOE (O ARP
(") User Defined (IIPX

Frame View
Tags Layer 4 Header
(® Mone () Mone ) OSPFIP
(CIVLAN () TCR/IP (O RIP/IP
Q-0 (JUDP/IP () RSVR/IP
QO MPLS @ICMP/IP; | ICMPV6

() IGMP/IP
ICMP/IP

The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet
Protocol Suite.

The structure of ICMP segment is illustrated below

The ICMP header starts after bit 160 of the IP header
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Bits 160-167 168175 176-183 | 18417
160 | Type Code Checksum
192 ] SefuUenCe

The utility has user configurable interface to match the structure of ICMP segment

ICMP Paramters

Overview Type 0 - Echo Reply v

Ethernet II Code |00 |

IPy4 D [0 I
Sequence | 0 | =

ICMP/TP

Frame View

1.11.7.4. IGMP/IP

Overview Link Layer Type
Ethernet II (O None

(®) Ethernet II
IPw4 OPX
IGMP/TH (C)PPPOE

(") User Defined
Frame View

Tags

(® Mone

(IWLAN

(0 Q-in-Q

(JMPLS
IGMP/IP

Layer 3 Header

(JMone () Pause
®) IPv4
O 1Pv6
() ARP
DIPX

Layer 4 Header

() Mone ) OSPFIP
() TCR/IP (O RIP/IP
(JUDP/IP () RSVR/IP
O ICMP/ TP ICMPvE

The Internet Group Management Protocol (IGMP) is a communications protocol used to manage

the membership of Internet Protocol multicast groups.
The structure of IGMP segment is illustrated below. The IGMP header starts after bit 160 of the

IP header
+ | BitsD -7 8-15 16 - 23 24 -3
0 Type hlax Hesp Time Checksum

32 Group Address
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The utility has user configurable interface to match the structure of IGMP segment
There are three versions of IGMP

IGMP Paramters

Overview Version 2 v
Ethernet II Type Group Membership Query Y
Pyd Max Response Time |8 | >

Group Address | o.o0.0.0 |
IGMP/IP
Frame View Other Setting

Get Source IP | Change Group Address
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1.12. BERT
BERT Test X
H m O
Save Clear Start Siop
Transfer pairs: (A <-»>B ~ | Packet Length({w/o CRC) |1512 | : (multiple of 4}
Transmit mode: | Continous v | |
Pot A DA |00-22-A2-A1-A0-01| ga |00-22-A2-31-40-02| | (jtiization: | 100 =
PortB DA |00-22-A2-A1-A0-02| gp [00-22-k2-A1-A0-01] | utiization: | 100 &
Port A Port B Total: 2 Ports
Link Status | Link Up| Liuk: U] -|
'Speed Mode | 100M Full 100M Full o
|Tx Packet | a o o
Tx Byte | I g
Tx Packet Rate | 0 o H/A
Tx Line Rate 0.00 0.00 N/A
Tx Utilization | 0.00 0.a0 N/A
RxPacket | d d :
RxByte | 0| J o
Rx Packet Rate | : 0 B
Rx Line Rate | 0.00 0.00, H/A
Rx Utilization | 0.00 0.00 N/
BERTError | 0 o o
CRC g J
|Tx Start Time | -| = -
TxEnd Tme | = 2 :
Mote

o The BERT pattern used here is PRBS, and its number of elements is 231-1.
o The packet length (in bytes) you input here must be divisible by 4 bytes(32 bits).
o The MAC address you input here will be applies to the 84th stream of all streams generated by LES20-5G.

The bit error rate test (BERT) function transmits a pattern from each port, checks the received
pattern, and verifies the transmission quality.

While the BERT operates, the contents of the packet to be transmitted are switched to those of
the BERT setting.
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1.13. Router NAT

Router NAT

000 [= m

Clear Start S
Port Setting

TestLAN POt @pota  (iportB

Test WANPort  pgrt A @Pport B

Packet Setting

Packet Length{w/o CRC) 1510 =

Result
Test LAN Port MAC

Test LAN Port Source Port Number
| Test WAN Port MAC
Test WAN Port IP
Test WAN Port Source Port Number
LAN Gateway MAC |
|LAN Gateway IP !
[DUT WAN Port MAC !
|
|

|DUT WAN Port 1P
DUT WAN Port Source Port Number
|Router NAT Result

Connection Setting

Connection Wait Timeout |1ps o |

LAM Link Type
Test LAN Port IP

LAN Gateway IP

= O ¥
DHCP "
|195,1aa 1 54|
|19¢.1&a 3 |

WAN Link Type
Test WAN Port IP

WAN Gateway IP

StaticIP

|1?2.1? .5 .254|

[172.17 . 5

e |

Validates the address translation (NAT) of the router. While the router NAT is running, the

contents of the packet being sent are switched to the router NAT configuration.
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1.14. DUT Clock Measurment

With the LE-590TX's high-accuracte (1ppm) temperature compensated oscillator it measures the
oscillator frequency of DUT (device under test) and evaluates whether it is faster or slower than
the standard speed (ppm scale).

DUT Clock Measurement b5
H & F mw b
Save Load Set Clear Start S
DUT Clock Measnurement
25003200
25002000 3
D i s Sl B e b e e e L e e s [ e G e s i G Al ppim
23000500 H

i) :
< 24099600

24935400
24997200
é : 1II:I : 1|5 : EIEI : 2|5 I 3|I:I I 3|5 I 4IEI I 4|5 : SIEI
(Sec)
: : DUT Clock Measurement
MHz ppm Time et

. | . . il 5 S
Max 0 0 R e Port A
Min 0 i —r—1- Mode(Speed}  1pom -
jGerent. | i i RS Test Time(Sec) | 60 |:
Result{+/-) i K
|Standard 25.000000 (+/-) 30 Apply
Start Time | -l | End Time | -1

Website: www.lineeye.com
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2. Operation of LE-590TX with LE590-SG

To chapter tell you how to use this device to test the DUT

2.1. Hardware connection

To use this device, user can connect it to DUT as the illustration below

Streams A

Streams B
DUT

PC with LE590-SG installed

Then LE-590TX can generate test stream to DUT and also receive data stream from DUT for

analysis

2.2. Operation of LE590-SG

2.2.1. Generate Test Streams to DUT

To generate the test streams, user should configure the pattern and contents of the test streams

= =

Click G A 56 B  System shows
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Port A : Multi Streams Generation
H = B8 w| &

Save Load Default Viénll.'.r Gap Ca-iculator

Tx Rate  Auto Generated Tx Rate +
Stream Transmit Mode | Continuous

Select | oo Length Fome: || Wale [ Sxbeshe/tan Conted | App
Stream (w/o CRC) Payload Utilization ~| IFG (Byte) | IBG (Byte) | Frames a

1 E Base 1 50 allo 10.00 nfa nfa nfa [

Stream #

coon [EE EE BE EE EE
0010 02 00 06 04 00 01 00 22 A2 KO BO 00 CO RS Q0 00 B.06.E-"¢ o e
0020 00 22 A2 A1 A0 OO0 CO &8 01 OO0 OO Q0 QO QO DO Qo Wil S .j-i"[ .......
0030 00 00 00 00 00 00 00 00 00 00 00 00

Apply

Select the streams volume user want to generate. It can be 1~64
User can create many streams; however, only tick streams that user want to send

Select

Stream & Stream
1 [l
2

Double click value in the grid of length, then user can change the value. Select random or input
the length directly.

Length
(w/o CRC)

Select the unit and input the value of the parameter that the packets will be generated.

Rate Rx Frame/Ga)
utilization -| IFG (Byte) | IBG (Byi
Packet per Second: PPS
| +  Utilization: %
Line Rate: Mbps

PPS: Packet per Second. Volume of packets that will be generated per second.
Utilization: Percentage of Wirespeed transmission
Line Rate: Mbytes per second in transmission

Tick to activate X-TAG if user needs
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X-TAG
En X-ID
6
O nja

Click Frame Editor to edit the pattern and contents of stream packets. Please refer to 1.11

Frame Editor about how to use frame editor

When all procedures are done, the read-only basic information at last few items if shown

automatically

Then input count and click | APPY¥ | {5 take effect.

2.2.2. Start to generate test streams

When all configurations is done, click Control Panel on Toolbar

‘@E‘%%%%

Counter | T=5C sC SGA SGB | Cap,CA Cap,CB

"]

ouT

BERT

=
Router NAT
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B Counter Window

_ Counter Panel

| Last Error Time Il

H mwm = < = =) 15 =
- Save Clear Hide Show Resize Export to Excel Tx Learning Pkts & Tx Learning Pkts B
] | Port A Port B Total: 2 Ports |
Link Status | Link Up Link Up '
yeed mode | 100M Full 100M Full
| Tx Packet 105,330 0 105,330
| Tz Byie 6,741,120 a 6,741,120
| T Packets Rate 14,881 0
| TxLine Rate(Mbps) | 10.00 0.00 h/a
| Tx Utilization(%%) 10.00 0.00 N/L
| Bx Packet [ al 108,492 106,492
|Rx Byt ] 6,360,096 6,860,096
0 14,881 _
|Rx Line Rate(Mbps) 0.00 10.00 H/B
.:R;{Utiliz:atim(‘,'-_i,} | .00 10.00 N/R
H Collision_ | - = i
| Error & Loss Packet | . - :
NE] Packet Size Statistics 7 = o
Layer? Packet Counts | = - -
NE NetworkLayer | : = :
|#l SDFR | = = =
|- TAG Packet | 0 106,492 106, 492
| Tx Start Time 2018/02/13  17:10:48) = 2
|| Tx End Time | - - ko
\FirstError Time | = - -

Operation

All Ports

Transmit IE| (=00
Capture E'Eb

Port A
Transmit I:IlE'I]I]
Capture [H] |

Port B
Transmit [M]|>/00

\Capture 0 IE'

Click control button on operation button to control the packet generation

Expend sub-item counter to see more details of counters.

2.2.3. Capture Specified Packets

To capture packets/frames of incoming streams to PC via USB port, configure capture criteria is

required.

W @&

Click ©ar.CA Cap,CB pytton on toolbar. The system shows the capture criteria settings
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Port A : Capture Criteria

Protocol SDFR Result
[ | capture all packets
MAC Network
[]Broadcast [Jethernet-I []BPDU
(] Mutticast (] aRrP ClNone TPv4
Clunicast CJ1pva

CIvLAN Cl1pve

] CRrC error []1px

(1 over Size Clicme

Llunder 64 bytes L] 1GMPp

[]Pause packet []snap
[ 1x-Tag

Packet length filter(with CRC)

[IFiter length (Bytes} = ~ |52 =

] 1Pv4 with extension header
L11Pvd checksum error

Protocol

CI1cp
Clupp
CIFTP
CIRTP
[1osPF
[IRSVP

User can configure criteria of Protocol, SDFR according to section —Z—! SRR o0 0 £

Bh, 27— BRIEPROMY ZHA,

Then Click Capture Buffer of selected port
2B Port A

‘Media Config : 100M Full
Media Status

- (¥ Link : Link Up

|00 Speed : 100M Full
-XX Type : Copper

- {2 Flow Control : ON
-{) Rate Control : OFF
Multi Streams Generation
‘Capture Criteria

i -Capture Buffer
QT

Start capture from the Capture Buffer window
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Port A : Capture Buffer

=l O m
Save as Pcap Save as 5G format Start{=ton Clear
Packets Stored in PC : 9008 Max. Packets Shown in Buffer [ 10000 |5
Wo#  Delta Time(us)| Summary ("J}fﬂ%tl'%‘c, DA sA VIAN | Protocol pIP S1P 2
1 0.000 | HIT 64 | FF FF FF.FF.FF.FF | 00.00.00.00.00.00 H-& IPvd 192.168,.1.0 | 192.168.0.0
2 1282.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hoh IPvd 1%2.168.1.0 192 .16B8.0.0
3 1282.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hod IPvd 1%2.168.1.0 192 .168.0.0
4 1282.000 HIT 64 FF.FF.FF:FF:FF:FF  00:00:00:00:00:00 Hod IPvd 1%2.168.1.0 192.1668.0.0
9 1282.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hoh IPvd 1%2.168.1.0 192 .16B8.0.0
6 1282.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hoh IPvd 1%2.168.1.0 192 .16B8.0.0
7 1282.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hod IPvd 1%2.168.1.0 192 .168.0.0
8 1282.000 HIT 64 FF.FF.FF:FF:FF:FF  00:00:00:00:00:00 Hod IPvd 1%2.168.1.0 192.1668.0.0
9 1282.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hoh IPvd 1%2.168.1.0 192 .16B8.0.0
10 2564.000 HIT 64 FF.FF.FF:FF:FF:FF 00:00:00:00:00:00 Hoh IPvd 1%2.168.1.0 192 .16B8.0.0
11 1282.000 HIT 64 FF.FF:FF:FF:FF:FF 00:00:00:00:00:00 H-A IPvd 192.168.1.0 192 . 168.0.0
12 1282.000 | HIT 64 | FF:FF FF:FF:FF:FF  00:00:00:00:00:00 H-d IPvd 192 .168.1.0 192 . 168.0.0
13 1282.000 | HIT 64 | FF:FF FF:FF:FF:FF | 00:00:00:00:00:00 H-h IPwd 192.168.1.0 192 . 168.0.0 o
~ | | Item Name value ) 00 01 02 03 04 05 06 07 0% 09 OA 0B 0 A
- Ethomet 1 AL TEFE FFET IF ST 00 00 00 00 00 00
INTERNET 01 00 00 00 00 O 00 00 00 00 0
Version: IP, Internet Protocol 4 00 00 00 00 00 00 00 00 00 00 A
Length 20
- Type of Service
Total length 46 (0xD02E)
Identfication 0x0000
,Fiags
Fragment. offset 0
-~ Time to Live 0x40
---Protocal: reserved OxFF
Header checksum 0xF780
---Source IP Address 192.168.0.0
AN i ---Destination IP Address 192.168.1.0 v lre i

The result of captured frame is shown on Capture Buffer window.
2.2.4. View counter of captured packet and others

User can view the counters of captured packet by SDFR criteria
Click Control Panel on Toolbar

@E‘%%%%&

Counter] Tx5C USC | SGA SGB | Cap,CA Cap,CB| DUT

Expand SDFR sub-counter item by clicking "+" of [* SDER
counts that is captured by SDFR criteria

User also can see conters of other events.

=
BERT Router NAT

, user the see the packet

= sDFR - - -
r- DA rule hit 0 1,314,638 1,314,639
' 54 rule hit a 1,314,839 1,314,839
+- VID rule hit 0 0 0
r- SIP Addr. rule hit 0 0 0
~- DIP Addr. rule hit 0 0 0
~- DPort rule hit 0 0 0
~- SPort rule hit o ] ]
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